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Overview

ProphetStor~ederator.ais an Albased solution that helps enterprisenanage, optimizeand auto-

scale resources for any applications on Kubernetes. Using advanced machine learning algorithms to
predict application workloas] Federator.ascales theappropriateamount of resoures at the right time

for optimized application performanc&ederator.apffers:

Albased workload prediction for Kafkand other applications
Resource recommendatiaibased on workload prediction, applicatidkubernetesand other
related metrics

Automatic scaling of application containers through Datadog Watermark Pod Autoscaler
(WPA)

Datadog Integration Workflows

Datadog provides monitoring for servers, applications, and services. With Datadog, enterprise
customerscanmonitor their application workloads and get visibility into Kubernetes clusters.
Federator.aintegration with Datadog aggregates metrics and events and provides resource
predictions’recommendation for Kubernetes deployments and applicattomare acceleration and
optimization for Kafka.

Thefollowing diagram shows hoapplicationmetrics are used bifederator.ato predict workload and
to automatically scalapplicationsfor better performance
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1. TheDatadog Agent sendsusterandapplicationmetrics to Datadog Services
2. TheFederator.aDataAdapter queriesclusterand applicationmetrics from Datadog Services
and fowards tahe Federator.aiAl engine
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3. TheFederator.aDataAdapter postdts predictions, recommendatios, andplansto Datadog

Services

4. TheDatadog Cluster Agent getse predictions,recommendatiors, andplans from Datadog
Services

5.  WPA applieshe plansand auto-scalesapplications

6. TheDatadogdashboard displaydusterandapplicationmetricsas well aspredictions,

recommendatios, andplans fromFederator.ai

ProphetStorDashboar@ in Datadog

Note thatFederator.aimust be installecdand configured for Datadogefore you can access the
ProphetStordashboards from Datadog. Refer to ydtederator.ainstallation Guiddéor more details.

ProphetStorFedeator.aihas four dashboards available in Datadog:

1 ProphetStor~ederator.aiCluster Overview Resource usage predictions and recommendations
for clusters and nodeand historical utilization.

1 ProphetStor~ederator.aApplication Overview PredictedCPU and memory usage and
recommendationgor each application.

1 ProphetStorFederator.aKafka Overview Usageinformationand recommendatiosabout
Kafka consumer replicas

1 ProphetStor~ederator.aiCost Analysis Overview

To access these dashboards from Datadog, s€lashboard#y Dashboard LisiTheProphetStor
dashboards are listed and can beség located by thérophetStodogo. Click the name of the
dashboard you want to view to display that dashboard.

For easier access to the dashboards, click the yellow star next taReaphetStor-ederator.ai
dashboard so that they appear amder Dashboardsn the navigationpane

All Dashboards
*r Name Modified Popularity

ProphetStor Federator.ai Kafka Overview - nm

ProphetStor Federator.ai Application Overview . m

DATADOG

ProphetStor Federator ai Cluster Overview . m

ProphetStor Federator.ai Cost Analysis Overview R n LI '|‘ Mt
S oy

llw  Dashboards
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Integrated Monitors

Monitors > Create New
ﬂ Custom Monitors Recommended Monitors seTa

DATADOG

Browse preconfigured monitors for your installed integrations

v Integrations |zn Showing 1-2 of 2 results

-

10 Connect MuleSoft A... 9

Kubernetes 7 [Federator.ai] Node Memory Usage Prediction in Next 24 Hours QUERY (7]
Nomad 5 m m] isHighon {{host.name}}
. Notify your team when the memory utilization prediction of the host in 24 avg(last_1h):(
@ Monitors Nginx hours is over the threshold avg:federatorai.prediction.node.ma
Office 365 3 - . E . . x{source_metric:kubernetes.memory.
{¥) Metric Monitor  integration:federatorai usage, prediction_window:24_hours}..
Federator.ai 2 “. ¢ SR
Synthetic Email
Trek10 AWS Coverage . 2 LI . o .
[Federator.ai] Node CPU Load Prediction in Next 24 Hours is QUERY (7]
m m] High on {{host.name}}
Notify your team when the CPU utilization prediction of the host in the next TR ) ol L L
24 hours is over the threshold ction.node.max{source_metric:kuber
netes.cpu ge. total, prediction_w
“¥) Metric Monitor  integration:federatorai {

indow:2 s} by {host}

Federator.ahas twopredefinedmonitors in Datadog to alert you when CPU load and memory usage is

predicted to be high for a node over the next 24 hours. By default, these monitors are enabled and will
triggera warning when CPU/memory usage is above 80% and will trigger an alert when CPU/memory
usage is above 90% is used.

You can modify these alert/warning thresholds and can set thresholds for warning and alert recovery. In
addition, you need to set up emaibtification for your team members. When a warning/alert is
triggered/recovered, an email will be sent to selected recipients.

In the Datadog navigation, selddonitorsA New Monitor, click theRecommended Monitotab, and
selectFederator.aunderIntegrations Click one of the monitors to set/change your threshold and
specify emalil recipients. Cli@avewhen done.

At the top of the monitor screen, you can see historical instances of when this monitor wges éifor
nodes

Federator.aalerts and warnings that have occurred can be viewed orMbaitorsA Manage
Monitorspage. Click on each for more details.
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ProphetStorFederator.aiCluster OverviewDashboard

TheCluster Overviewashboardhas two sections. The tables at the tdigplayfuture resource usage
predictions ad recommendations for clusters and nodéssts) The charts below display node
resource utilization history.

By default, informationn the tabless displayed for all clusteesnd all hosts for theipcoming24 hours
but you carfilter information for aspecific clusteor node host) and change the timeframt 7 or 30
days There are several cluster fieldssaethe appropriatefield for your configuratiorbasedupon how
your data is tagged.

Cluster Resource Usage Predications &&®tommendations

Cluster Resource Usage Predictions and Recommendations

I . . I Cluster Resource Usage Predictions and Recommendations

KUBE_CLUS... KUBE CLUS.. CLUSTER N.. PREDICTIO.. AVGCPU(MC MINCPU(MC MAXCPU(Mt RECCPU(MC AVGMEM(BY MINMEM (BY MAX MEM (B REC MEM (BY 2
Jason11-180  jason11-180  jason11-180 24 hours 788K 664K 9.15K 852K 65546 35.05G 88.44G m
jason-11-30  jason-11-30  jason-11-30 24 _hours 6.88K 5.54K 823K 7.56K 136.6G 7452G 185.34G 197.12G
jpn-kBs-117-1C N/A NfA 24 _hours 431K 4.18K 4.53K 13.05G 11.8G 13.48G LI

ProphetStor

Cluster Node Resource Usage Predictions and Recommendations

a

KUBE CLUSTER ~ KUBE CLUSTE.. CLUSTER NAME HOST PREDICTION ... AVG CPU(MCOR MINCPU (MCOR MAXCPU (MCOF RECCPU (MCOR AVG MEM (BYTE MIN MEM (BYTE MAX MEM (BYTE REC MEM (BYTE)
jpn-k8s-117-1013 NjA N/A jpn-node-02 24 hours 431K 418K 453K 442K 13.05G 11.8G 13.43G 14.82G

jekasha207  NjA N/A Kgsn3 24 hours 414K 379K Y ax] 129G 11646 13326 14656
jasont1-180  jasont1-180  jasonti-180  h11-183 24 hours 307K 258K 365K 21366 11346 20356 32286

K
jason11-180 jason11-180 jason11-180 h11-182 24_hours 237K 1.93K 2.82K 26K 20.27G 4.59G 3126
jason-11-30 jason-11-30 Jjason-11-30 ocpd-dphed-work 24_hours 222K 1.71K 2.74K 248K

K

33.57G
18.64G 6.44G 42.566G 46.82G

jason-11-30  jason-1120  jason-1130 | ocpd-dphcd-mas 24 hours 1.90K 1.24K 212K 247G 24336 25.39G 27.93G

jason-11-30 jason-11-30 jason-11-30 ocpd-Aphed-work 24_hours 1.68K 114K 223K 50.56G 126 67.55G 67.55G
a4 ann : a4 a0n tasans a ari e ey vt e e armas — - |

In the Cluster Resource Usage Predications and Recommendsgictian the tables display predicted
average, minimum, and maximum CPU (in millicores) and memory usage, along with recommended
allocationsfor each cluster and its nodes
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Node Resource Utilization History

Nodes Resource Utilization History

Node Current/Predicted CPU Usage (Daily) 2d Node Current/Predicted CPU Usage (Weekly) w Node Current/Predicted CPU Usage (Monthly) 1mo
8K &K
K
K f._._»—)’\
ax
aK - T A g
PP et T Lt S — e il 7/
e K i
2K - e 1 e —
— S a1
. - = o -
ot Tue 13 Thu 15 Sep 20 Sep27 ot
Value Min  Avg  Max Value Min  Avg ~ Max i Tags 1 3 Value Min  Awg  Max Metri Tags 1 ﬁl
B ceoss emsss eonne 0K Fede o783 Tl 1K 47K ictio... hosth11-180,predict... W o205 se0m3 gess 10K feds icti.. hosth11-180.predi..
W ook s e sk B o esn swm 1k hesth11-180,rollup_i W seoss ser77 seass 0K feds - hosth11-1800llup..
B :6K 13K 214K 289K federatoraipredictio. host 262K 136K 27K 365K hosthi1-181,predict.. B ozek vask 2256 30K fede i hosthil-181,predi.
B 26K 17K 2K 303K federstoraikubernet.. hostm1grollupi. w | W ek qas 2=k s0s ikubernet... hosthi1-121rollupi.. | B oK 1eK 228K 289K feders hosch11-181.mollup... |

Node Current/Predicted Memory Usage (Daily) 2d Node Current/Predicted Memory Usage (Weekly) w Node Current/Predicted Memory Usage (Monthly) 1mo
150G 150G
150G
1006 i LS
100G -
506 ol " 06
o - : e ﬂ\\‘ s R —
oG F G . T e — 06 - '
=00 Ocm Tue 13 Thu1s Sep 20 Sep 27 Octa
Value  Min Avg Max ags ﬁl Value Min Avg  Max Metric Tags 1 il Value Min  Awg  Max Metric Tags | il
. 2126 2116 2146 176 1-180,pre... 212G 292G L13G 215G ict... hosth11-180,predi.. . 231G 205G 208G 214G federatoraipredic.. hesth11-180,pred...
2136 G 2146 216G 1-180,roll... ING 212G 213G 215G host:h11-180,rollu 216G 207G 220G 246 = -180,rollu...

W 256 236 2nm6 3236
040G 466G 21IG 2856

1181 pre._ 20546 695G 20346 331576

. hosthi1-11,predi... W 2566 wac nmec 250G
osthgLrel. | 24356 862G 2056G 28386

ermn... hosthi1-181,rollu ﬂ 23436 251G NG 26296

-h11-187,pred.
iwber... hosth11girol. v |

Inthe Node Resource Utilizationdtbry section,current andpreviously predictedCPU and memory
usageinformationis shown in chartsThe solid line represents the observed actual usagele the
dotted lineshowswhat waspredicted Click anywhere on a chart to see values for a specific point in
time. By default, all nodes are listebut youselect a specific nodieom the Hostdrop-down box at the

top of the dashboard or you can select/deselaocdesat the bottom of a chart to show/hidéhem from
the display.

Dailycharts includedata fromthe pasttwo days, weeklgharts includedata fromthe pastweek,and
monthly chartsancludedata fromthe pastmonth.

To view a full screeahart, click the zoonicon E (top right of widget icon).
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ProphetStorFederator.aiApplication Overview Dashboard

TheApplication Overviewlashboard has three sections. The tables atttedisplay future resource
usage predictions and recommendations &ruserdefined applicationsRefer to youFederator.ai
Installation Guideo configure applications thathouldbe monitored byFederator.ai

The charts below displapplicationresource utilization historyand autoscaling/HPA
recommendationsinformation in the charts is combined for all selected applications, makem
difficult to use.In order br the charts to be useful, yaghouldspecify a single applicatioifo do this,
select a cluster, a namespace, and a deployment (controller). You can also figplbyment type If
you are deploying applications irkabernetesenvironment, filter with the field$kube deploymentor
$kube stateful_set If you are deploying applications in an OpenShift environnfdter with the fields
$oshift_ deployment_configr $oshift deployment

Application WorkloadPredictiors/Resource Recommendations

Application Workload Prediction/Resource Recommendation

Workload Prediction for Next 24 Hours

I . . I KUBE_NAM.. KUBEDEPL... KUBESTAT.. OSHIFT DE.. AVGCPU(MC MINCPU(MC MAXCPU(MC RECCPU(MCt AVG MEM (BY MIN MEM (BY MAXMEM (B' REC MEM (BY

nginx? my-nginx NJA NfA 23864 19475 304.1 m 31.IM 25.07M 34.8ZM m
P r 0 p h e t S t 0 r myproject consumer NfA NfA 8296 65.64 11689 - I 142G 1.226 1.8G I.EG

Workload Prediction for Next 7 Days
KUBE_NAMESPA... KUBE DEPLOYM.. KUBE STATEFUL.. OSHIFT DEPLOY.. AVG CPU(MCORES! MIN CPU (MCORE! MAXCPU (MCORE REC CPU (MCORES AVG MEM (BYTES) MIN MEM (BYTES) MAX MEM (BYTES) REC MEM (BYTES)

nginx1 my-nginx NfA N/A 263.58 239.62 28833 m 35.77M 34.34M 37.16M
mprclecc | comsomer | WA 321 072 « [ 156 1216 2o [

Workload Prediction for Next 30 Days
KUBE_NAMESPA.. KUBE DEPLOYM... KUBE STATEFUL.. OSHIFT DEPLOY... AVG CPU(MCORE! MIN CPU [MCORE: MAXCPU (MCORE REC CPU(MCORES AVG MEM (BYTES) MIN MEM (BYTES) MAX MEM (BYTES, REC MEM (BYTES)

nginx1 my-nginx MfA NA 24039 240.39 24039 MNfA 35.88M 35.88M 35.88M MN/A

myproject consumer MfA NfA 8043 80.43 8043 N/A 1.46G 1.46G 1.46G N[A

In the Application Workload Prediction/Resource Recommendatienson the tables displapredicted
average, minimum, and maximum CPU (in millicores) and memory usage, along with recommended
allocationsfor eachuse-definedapplication in aluster, namespacealeployment, and deployment

type.

By default, information in thehartsis displayed for all clusteraamespaces, and deploymenisit you
can filter information for a specific clustanamespace, deploymenr deployment type There are
several cluster fields; use the appropriate field for your configuration based upon how your data is
tagged.

Information is displayed for the next 24 hours, 7 days, and 30 days.
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Application Resource Utilization History

Application Resource Utilization History

Current/Predicted CPU Usage (Daily) zd Current/Predicted CPU Usage (Weekly) Tw Current/Predicted CPU Usage (Monthly) 1mo
18K

00 Thu1s 12:00 Frile

o1t Tue13 hul1s Sep20 Sep27 octa o
Current/Predicted Memory Usage (Daily) 2d Current/Predicted Memory Usage (Weekly) Tw Current/Predicted Memory Usage (Monthly) imo
1aM 14M
o
1M Tou 120 _
oM a e — N 5 00 =3
&M X A O ¥ : - : = P
aM
aM M
™ b ™
oM T T T oM T T T oM T
=00 Thu1s 12:00 Fri1g O Tue13 hu s Sep 20 Sep 27 Octa Ozl

In the ApplicationResource Utilization Histosgction, current and previously predicted CPU and
memory usage information is shown in chaifse solid line represents the observed actual usagele

the dotted line showsvhat waspredicted.Click anywhee on a chart to see values for a specific point in
time.

Daily charts include data from the pdsto days, weekly charts include data from the past week, and
monthly charts include data from the past month.

To view a full screeohart, click the zoom ico E (top right of widget icon).

Autoscaling/HPA Recommendations

Autoscaling/HPA Recommendation

Current/Desired/Recommended Replicas CPU Usage/Request/Limit vs Rec CPU Limit
8 SK

3

aK .
0 ' 0K- T
12:a5 13:00 1305 13:30 12:45 13:00 135

Memory Usage/Request/Limit vs Rec Memory Limit CPU Usage/Limit Utilization

""" ﬂ M ] /\/\/\ﬂ M /J\f\/\/m N\f\/\/\ /\

13:30 12:45 13:00 13:30

When autoscaling is enabled, CPU and memory usage is monitored, and the number of pods is
increased/decreased based on the workload. An adaled pod is called a replica.

The charts disply Horizontal Path AutoscalingiPA) recommendations.
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To view a full screeahart, click the zoom ico,,E (top right of widget icon).

Current/Desired/Recommended Replicas

Thischart displays th@umber ofcurrent, desired, andecommended replicas

CPU Wage/Request/Limit vs. Recommended CPU Limit

This chart displaythe CPUWisage by the current replicas, along with requested CPU uaadgehe CPU
limit. Because of the amount of detail, it is recommended to view this chart full sc@iek.on the key
at the bottom of the chart to show/hidendividualmetrics

The solid line/aredblue, kubernetes.cpu.usage.tofalepresents the current CPU usage. Tinedle
dotted line(light gray kubernetes.cpu.requegteepresents the requested CPWdage. The top dotted
line (dark graykubernetes.cplimits) representshe CPUimit. Thebottom dotted line (ed,
federatorairecommendatiohrepresentsghe recommeneéd CPUIsage

If actual CPU usage is much lower than what is requested, it indicatethéhamount of CPU is being
over-provisioned.

Memory Usage/Request/Limit vs. Recommended Memory Limit

This chart displays the memory usage by the current replicas, along with requested memory usage, and
the memory limit.Because of the amount of detail,i$ recommended to view this chart full screen.
dick on the key at the bottom of the chart to show/hidedividualmetrics

The solid line/aredblue,kubernetesmemoryusage represents the current memory usage. Tineldle
dotted (dark graykubernetesnemoryrequest$line represents the requested memory usage. The top
dotted line(light gray kubernetesmemorylimits) represents the memory limit. Thaottom line (red,
federatorairecommendatiohrepresents the recommended memory usage.

If actualmemory usage is much lower than what is requested, it indicates that the amount of memory is
being ovesprovisioned.

CPU Usage/Limit Utilization
This chart displayactual CPU utilization, which is determined by dividing actual CPU usage (represented
by the blue line) by the CPU limitation.

Since atoscalingsbased on usageeplicas are added/removed to keep your system within the CPU
limits.
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ProphetStorFederator.aiKafka Overview Dashboard

th
with integration of ProphetStor Federator.ai, users can easily track the Kafka message

I . . I production/consumption rate, as well as the prediction of message production rate from Federator.ai

dashboard. Based on the prediction or message production rate, Federator.ai automatically scales Kafka
consumer replicas to handle the workload. This can be visualized from Federator.ai dashboard where the

P ro p h e t S t or recommended consumer replicas and the current number of consumer replicas are shown. Additionally,
overall consumer lags as well as the average latency in the queue before a message is received by a
consumer are also shown on the dashboard for better performance monitoring. <
Recommended Replicas vs Current/Desired Replicas Production vs Consumption vs Production Prediction
™
* f by
r | f
ul ‘ \‘ h..'. Ly A YJ\'
0.5M 1 J [‘.' f * J'¢ b
! il
i w“ﬁﬂ WY '."»’l‘un i vy \m.\
o T T T T oM T T ! T T
07:00 08:00 05:00 10:00 07:00 02:00 05:00 10:00
Kafka Consumer Lag Consumer Queue Latency (msec)
600K
60K
400K
40K
200K ‘l | 20K
S " R _.|.||....._ —a || (X S [ S B R ' !
07:00 08:00 05:00 10:00 07:00 0a:00 05:00 10:00
Deployment Memory Usage Deployment CPU Usage

If you are using Kafka software, tKafka Overviewlashboarddisplays usagaformation and
recommendatiors about Kafka consumer replicas for clusters, namespamesjtoredtopics, and
monitored consumer groups.

With Kafka, the Datadog Agent monitors and collects many types of Kafka metrics, including resource
(CPUand memory) utilization and Kafka workloada@performance metricssich asnessage queue
latency and consumdag). Withthe Federator.aintegration,the Kafka message producti@and
consumption rate arecontinuously collected from Datadog and analybgd-ederator.ato predict the
Kafka message productioate. Based on thee predictions, Federator.aiworks withthe Datadog
Watermark Pod AutoscaléWPA)Yo automatically scale Kafka consumer replicas to handle the
increased or decreased workload.

By default, information in thehartsis displayed for all clusters, namespaces, deployments, topics, and
consumer groups for the past hour but you can filter information for a specific cluster, namespace,
deployment, topic, or consumer growgmd select a different time framé here are sevet cluster fields;
use the appropriate field for your configuration based upon how your data is tagged.

Click anywhere on a chart to see values for a specific point in time.
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Recommended Replicas vs Current Desired Replicas

Thischart displays the recomnmeledand currentconsumer replicas for the specified time range.

The ellow line representsrecommended replicaevery five minutegnd thegreenline representghe
actualnumber of replicasThe numbers align closely becauseearecommendation is mad®
increase/decrease the number of replicasd autoscaling occurs, thi@esmatch up.

Production vs Consumption vs Product Prediction

This chart displays the actual observed message production rate (blue line) and consumption/processed
rate (purple ling for the specified time range and the predicted rate (yellow line).

With Kafka, autoscaling is based on messageuiction (arrival)vs. consumptior{processed); it iaot
based on CPU/memorysage

Kafka Consumer Lag

Thischart displayshe number of mesages in the Kafka broker that are yet to be processetthdy
Kafka consumefior the selected group and time rang€his represents messages in the queue waiting
to be processed.

Consumer Queue Latency

Thischartdisplays how long it takes for each messamgbe processedin millisecondsjor the selected
time range.

Deployment Memory Usage

Thischart displag observed actuanemoryusage for the selected time ran@er the specified
consumer

Deployment CPU Usage

This chart displays observed act@Uusage for the selected time ran@@r the specifiedconsumer

Federator.afor DatadogUserGuide 12




ProphetStorFederator.aiCost Analysis OverviemWashboard

TheCost Analysis Overviedashboard has two sections. The Mudloud Cost Analysis displaysur
current clustercostsand outlines your cost for doing business with a variety of cloud providées
Namespaceharts below display thactual cst for each namespace

Multi-cloud Cost Analysis

TheMulti-cloud Cost Analystisplays the amount you are spending with your curreloster costsand
outlines your cost for doing business with a variety of cloud providers based on fees charged by each
provider and recommended changes to your current resource configuration. Select which cluster to
display from the appropriat€lusterdrop-down box. You can filter the display by pricing options and
country.

TheCurrentCluster Codtox displays whagou are currently paying to your cloud provider with your
existing resource configuraticalong withyour current cluster configuration, includingpsts, roles,
availability zoneinstance type being used, Ceapacity memorycapacity and storage size.

The Recommendelusterboxes display potential savings with different provisléror each provider,

the estimated cost/savings are displayed. The table on the right shows the recommended cluster
configuration to realizéhese savingsThisincludesthe recommended instancesegionsandinstance
types as well as the number ahaster andvorker serverswith each pricing model (edemand,
reserved, and country The savings typically come from lower provider fees as well as from reducing
idle resources andsing more coseffective instances witla provider. The information continually
refreshesitself as new data becomes available.
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